Firefox and CCS Angel

Firefox does not always recognize the security certificate from angelccs.spokane.edu. If this occurs

(whether from a Macintosh computer or a Windows computer), the user can add an exception to their

system. Follow the screens and instructions below.

1. Get warning “Secure Connection Failed”
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Secure Connection Failed

angelces.spokane.edu uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is unknown.

(Error code: sec_error_unknown_issuer)

® This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server.

m If you have connected to this server successfully in the past, the error may be
tempaorary, and you can try again later.

Or you can add an exception...

m

Done



2. Click on link: “Or you can add an exception...”
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Secure Connection Failed
angelces.spokane.edu uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is unknown.

(Error code: sec_error_unknown_issuer)

® This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server.

m If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later,

You should not add an exception if you are using an internet connection that you do not trust
completely or if you are not used to seeing a warning for this server.
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3. Click on button “Add Exception...”

Add Security Exception |

You are about to overnde how Firefox identifies this site.

. Legitimate banks, stores, and other public sites will not ask you to do this.
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Confirm Security Exception | ’ Cancel




4. Click on button “Get Certificate”
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%, You are about to override how Firefox identifies this site.
_ I i Legitimate banks, stores, and other public sites will not ask you to do this.

L

- Server
Location:  https://angelccs.spokane.edu/
~ Certificate Status

This site attempts to identify itself with invalid infermation. View...

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

Permanently store this exception

Confirm Security Exception l ’ Cancel




5. Ifinterested, click on button “View...”. Otherwise, click on button “Confirm Security Exception”
and you are in.
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Certificate Viewer"angelccs.spokane.edu” ﬁ

Could not verify this certificate for unknown reasons.

Issued To

Common Mame (CN) angelces.spokane.edu

Organization (2] Washington State Board for Community and Technical Colleges
Organizational Unit (OU)  SCCIT Services

Serial Mumber 01:00:00:00:00:01:20:AF: C0:3B:36

Issued By

Common Mame (CN) Globalsign Organization Validation CA

Organization (0] Globalsign

COrganizational Unit (OU)  Organization Yalidation CA

Validity

Issued On 4/16/2009

Expires On 4/17/2010

Fingerprints

5HAL Fingerprint 38:01:31:F4:21:80:03:B7: CD:1 C:06:84: 24:08:84:4 C:1 5:90:50: B
MD5 Fingerprint SDnALTF58:05:92:58: AB:F1:7 2:87:B2:50:56:99:41
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